R MisE—12

Q. JavaZR#yHmMEmz

1. ftA2Nginx?

o Nginx2— BEH/SHRERIRENRIEWebiRS:, LI FESMRIREME, T, b
AILAME2-3HHAERS, ENRNEERISHHEA, IEFEERnginxMibAFRERE, i
n: IR, WH. Bl

2. A4 EHRANginx?
o BEFE. EEEHR. ARRE. BFAEE: GOE23FHAEES, EARNEESIESHHA,
RIFEHEFEN: FFE10MnginxZ 150MRATE , nginx b IBERSSHASF, FEBRFD,

o MENgInKERIRFREIIRE: MRE—IRSHEN, SM—MERGE, BRERBERIA
SRXFIENIRSERT . EFEIEKEREEMNTRLE.

o (EFANgiNXEIIEIRHE:

1. DEET: IFCZIPEE, FLARINNERR AR
2. REMS: SRR/
3. BWAFIERESLRY

3. At ANginx 86X 4 5?

o FNMERISHLLIENG: FEIFEBSEMHNIENS]: ZRATepoliRE, RET—AFI, HEBAR
R

4. NginxBE LIRS KRAY?

o nginxiZ—MBEXKE, BE%cHlistenflserver_namefg<$IthtservertdEil, BItEIservertEiRERY
location, locationgi2SCRtttiE


af://n371
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server { # E—AServerXHIFH, Fon—NAL RIS 5T

Tisten 80; # IRLERSMEGIT, ERIA80
server_name Tlocalhost; # RELIRFGSHIERAL N4
Tocation / { # #H—"locationXHIT4A

root  html; # SR ES, MM TNginxw3 H 3
index index.html index.htm; # BRAME 0/, AR TIT
} # H—"locationX s H

}

5. t 2R IERREHRMELIE?

1. [EAREME— N ARE—MEREENEIA T BirIIRSS 25
2. RIGEFRIERFE RNz, nginxREMCIEIRSSHENEIZ G, RR—EM o ksE
7 FRimAO S IRARSS AR TR T

6. (EA"RAEIERSHKRZETA?

o RERIEIRSFRITAREIFIRS SAFEIIFE. ERAERMalwebiRFZHFEZANFEE. X
MFREH/EHRRERFH, RS ERwebEEIRSHT.

7. Nginxg{itER=?

o fim:
1. GRF/N, ATSEEFERIER:, AIERIEAR
2. A CEhttpBRSSES. EHLEN. FRRE. Ry
3. NginxBCE &
4. AL AAREIEHIBRSS 85I PitEiE
o fRA: ENSEMEREE: nginxQMEERSSUHF FEERTL, EEGENSNENRSGH, WE—RK
AlimAnginxEARMREIERES,

8. Nginx R Fi%=?

1. httpfRS5E8. Nginx@— P httplRSZS AT LRI IR 3thttpiRsS. LM TIERSARSSEE.

2. BHAEN. aTLASSIAE—ERSeREIH SN WG, G0N ARG sE BRI,

3. REMIE, faEiYE. ENEFEREAE—ERER, RERSSEFEHRERFINERN, 8
B &RSeEERLMERAnginx kAR, HESERSSETUHISEGRE, FaNARE
RS estE B MRS RS EENENER.

4. nginz P LARCEREEE. AT LAERENgindEZ2AP RO MK, X8 MO RS H TI=8.

9. Nginx B REGIIRIMLL?

[root@localhost ~]# tree /usr/local/nginx
/usr/local/nginx
— client_body_temp
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— conf # NginxHrA i E A H %

| — fastcgi.conf # fastcgitHXESHMNLE A
| — fastcgi.conf.default # fastcgi.confii R as4& t 1
| — fastcgi_params # fastcgiizfoctt

| — fastcgi_params.default

| — koi-utf

| — koi-win

| — mime.types # WARIEA

| — mime.types.default

| — nginx.conf # NginxFERCE L

| — nginx.conf.default

| — scgi_params # scgitXSHTt

| — scgi_params.default

| — uwsgi_params # uwsgiHESHOCE

| — uwsgi_params.default

| L— win-utf

— fastcgi_temp # fastcgi i £ B 3%

F— html # NginxBRIAuG AL H 5%

| F— 50x.html # EERTUMARTE B AR RSO, Bl L5 0285 R I 2> 1
FA UL T T

|  L— dindex.html # BRI E T

— Tlogs # NginxH&EHZ

| — access.log # Vil HE S0

| — error.log # FiwHE

| L— nginx.pid # pidseff, Nginx#fEE3lE, SiEfra#ENIDS S
B

— proxy_temp # i 5

— sbin # Nginx#r4d H3

| L— nginx # Nginx{ s s

— scgi_temp # IisH s

L— uwsgi_temp # i H 5%

10. NginxEeE X {#nginx.confEIfLE B HiEiR?

worker_processes 1; # workeridtfEf%E

events { # FAX PG
worker_connections 1024; # #ifworkeritfe sz KiE %

3 # X Pegh

http { # HTTPIXHIF4f
include mime.types; # NginxsZHF SRR
default_type application/octet-stream; # ZRIAHIGEIARZEAR
sendfile on; # JTJa ML

keepalive_timeout 65; # iEHEHN

server { # H—AServerXHIFIH, Fm— ML EM
EEINY

listen 80: # ARSI, ERIA8O

# PEHLARSS Bk =ML
# #H—"locationXHIT4h

server_name TJlocalhost:;

location / {

root  html; # WS HESE, MM TNginxZ3 5
index index.html index.htm; # BRAMIE 0/, AR TIT

} # #H—"locationX sk R
error_page 500502503504 /50x.html; # LIRS AhttpIRASE, #H50x.htm][E R %
s

Tocation = /50x.html { # locationXHH4h, Vi 50x.html
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root  html; # ¥5EX AN S H 3 Ahtm]

11. NginxER&Z=R?

o BSERLE, MEFHIEngInXEIhtmITRE, HITTUBECRKES

12. AN ANginxfF R AR AR ?
o [ERNgindERIER, EEHENSHREANAED, AR R BB RS R,

13. NginxEHIEINEALE?

o 1. ETHBREMNEN, BISEEREXSEMEN——NMNA: SNRRLG
o 2. BETFuRORIEMEN, BmORKSEMET——MNA: ATIAERLL, SMEEMLHEIES

PAN
=

e 3. ETFipBIsEilEAN.

BEFEM NSRS

o ZEEFEY//data/www /data/bbsB R, windowsZitbhostsiiINREIAipHEiE XS N AYIS 2 it X
Nz Wk B R T HETigindex.htmI3Zf4;

#2142 P www . 19 j1e . com, Wil 5 980, BBk B data/www H 3% T 3044
server {
Tisten 80;
server_name www.lijie.com;
location / {
root data/www;
index index.htm]l index.htm;

}
}
#249% P www. 11 e . com, Wil £S5 480, Bk Fdata/bbs H 3% K304
server {
Tisten 80;

server_name bbs.Tijie.com;
Tocation / {

root data/bbs;

index index.html index.htm;

EFimOREMEN
o FERIRORKS, RS EREERiphROS
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#49% Pumv www . 11 jie. com, MW 05 88080, BBk Fldata/www H 56~ U4
server {
Tisten 8080;
server_name 8080.1ijie.com;
location / {
root data/www;
index 1index.html index.htm;

3
}
#2492 P v www . 11 j1e. com, MW 15 0 80 BEL#E Ik 4% B 3052 plik 45 il 127.0.0.1:8080
server {

Tisten 80;

server_name www.lijie.com;
location / {
proxy_pass http://127.0.0.1:8080;
index index.htm]l index.htm;

}

14. locationf{EAETA?

* locationtECHIFRRRERFIBERIURKIITABNNA, Wl ERIERFIBERAIMISURLE
{TUCEC, DUECARTDBMEHITIERATERIE.

locationfYiEiLgEiRHRIG?
AR ~ AEECH\EE R

Ui Ui apl RF%%HK
= (= M 1
A~ ARk 2
~ X 5K/ NERIIEN PLES 3
~* AXHZKINSHIIENIITED 4
I~ X ANEAILERIIER 5
I~* AXDKINEAILEHIIER 6
/ BRILEE, {HaiEkEBILhcE! 7
LocationIEMIZE
o I

#H L, EHRILAD, RERAR
location =/ {
return 400;

}

#R P2, LA FRRIT L, BlaviT ki, RSBILRX B, X7 KR/ANE


af://n107
af://n111
af://n147

location A~ /av {
root /data/av/;
}

#AH3, X RANSHENULEL, VLEC/medd a***** gz
location ~ /media {
alias /data/static/;
}

#REHA , AX O KDNSHIENICE, FraR**** jpg|gif|png #iEXHE
Tocation ~* .*\.(jpglgif|png|js|css)$ {
root /data/av/;
}

#H67, BHHULAD
location / {
return 403;

}

15. [RiREAMAY?
o NginxfRIAMERTHFBIRRE, PHILERSBSAT
o [RAA3M
1. IEERFSHESIR (EERE
2. RERENHIEAER (RERE
3. PRFIFEAIEREEL
o NginxHIIRREPEE T RIBAEEL, K MatEat4 2 iR
SEM=MRmExX
1. IEERELAESRE (EERE)
o [REI—MAEFPAXRNEK, FENginxZ A BEK—1MNMEK.
e Nginxs{f#EFEngx_http_limit_req_modulet&RERFIATHRIER, REINFEELGFEETRESE

FERIERSLIIAY, Enginx.confEeE X4 aLAERAIImIit_req_zoneds< Klimit_reqip < PREIEAN
IPEUIERA RS,

)
)

#E SURILESE, — MNP — a8 —MEkik, Zaailke
Timit_reg_zone $binary_remote_addr zone=one:10m rate=1lr/m;

#Y05E PRULAE L

server{

location/seckill.html{
Timit_req zone=zone;
proxy_pass http://1j_seckill;

o Tr/sRIBD—MEK, 1r/m—ERR—NEKR, WMRNginXBIESSIARNSEKSEGER,
NginXFEL I ZAFEK.
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2, EEIRFIHERE (RERE) :

o [REI—MAFAERNER, FNginxZARI—1.

o FEMNEE—EEREILIRGDENE, AREFEE—NIM: WRRAREBEHIBREIESRL
B, TEROEENIMRAIRARE, XIHMRAIZAMAIHE—AIENE? Ngind@tburst28ES
nodelayS#ALABRRERAKNEE, JINRERGMIEIEITIRERIBERIIMERIMIRRNER
. FNTLUSZRIRIGIFARINburst2ELARnodelay248:

#E SURIMLESE, — MNP — a8 MEkibk, Zaaeilne
Timit_reg_zone $binary_remote_addr zone=one:10m rate=1lr/m;

#40 E BRIFL4E
server{

location/seckill.html{
Timit_req zone=zone burst=5 nodelay;
proxy_pass http://1j_seckill;

o NHAFEZT— burst=5 nodelay; 18, 27 XMNAILULSENgInSF— 1RGSR SIZRIZL
EEIAY, ZROMEERE, REEMBFINEKEHMGIERN, SEMABERINEENGInXH
ISR ESRANIEK

3. PRHIFHREEE

e NginxFaIngx_http_limit_conn_modulet& B2t T BRHIFH AiEREAIThEE, RILAFER
limit_conn_zoneig< AR limit_connHT#TECE. #F FRENITLUBE— MERGIFRE
T:

http {
Timit_conn_zone $binary_remote_addr zone=myip:10m;
Timit_conn_zone $server_name zone=myServerName:10m;

}
server {
location / {
Timit_conn myip 10;
Timit_conn myServerName 100;
rewrite / http://www.lijie.net permanent;
b
}

o EFETRENPENHREENRSREI0MEE, AEHRE TENMNEURSHRENEAFFR
HERZREE100MiERE, S8, REZHEKRNheaderiZiRSBENIES, EIARSSIERST <
T, NIABREENgInXEETRAEEFESTIN, iR ERR—REEE T REEAM<ShE
WEETIA. ETREABREERIEEINE:
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16. iR LA SIS EE
et =

o FREREZENZHAPREELBERERENLEERN—FEE, BNEEENREREEEAN
FIRERAGERSR, FBME ERRARE. RREXEHT S, BdE, RERETLISER
LIEAMBRE—MERNRE. EHERNINZ FrtaER. IF‘ﬁ’fﬁ%,Hm{ﬁﬁ’JHL%J;&BTJ:,?)E%MU
FHEM: REREBSHNE—NERE, FRESIRREIEXOERFERLIBER, MRKRIK
EMERRRETAMSERGL, WESRIERSWES. FIAFREZMEERSEOERE
-
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NG
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SEREE

o SHREIAEMERERMAEXRRTPREFERN—MEL, HEERT, SEEEERKEH
RIXEINLE ERIEHEREE, HARrRAEIENARIE. GoogleFrEIIHGuavatJRateLimiterfs
EmMEShHEEEHIEL. SEEEZNNENT: FE—ANMKDEENSIEE, SLAEERERE
BEARE=E S, MRSEERERNTESIENEE, SEMS—B~EEEERENSE
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17. AT A2 EWwEFFTE?

18.

Nginx2H TEAEIWebE2, MILHNEERETERSMAML, MibFESHRXERNZEEE
FOE, tEs BRSNS ENESNIEE—EMUEARTHNRE NS ETHREX 57
3k, aNERRIEHTF 7RO LS, BIIREES SRR IS HIEFIRE.
UFASHRRERERSTIRRSE, siSHENSHRSSE

Nginx@UEHSabIEseN1RE, BRNSAIBENARE, Att, TRl +ERESERA.

S FESTBLLANE R, js, cssEXHF, HNMNERARERSSSNgInXHHTEF. XFEENREE
BRI EHSERN, RIBRSEENgin i LABENIE, BEEBEKRERA GRS
tomcat, EHRFIEKRNEEIE:, tilservietjsplliE RS Tomcat RSB EE4ME, NTICENERSD
B, XtERARERSS— N EEER.

NginxXEA MRS E?

RESTEERRANNAIBER. location/AJLAMERIENZFRIATICE., FHEEXMAVEEFRIBER.
T (BEERREELinux L)

location /image/ {
root /usr/local/static/;
autoindex on;

BIEER

mkdir /usr/local/static/image

PR INEE S

cd /usr/local/static/image

3. KRR EEX#
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1.jpg

4. 8|3 nginx

sudo nginx -s reload

5. FIFFNILEER B server_name/image/1.jpg AT LABIEIZERSE R T

19. Nginx G IR0 ET %5 A I SRRG A ARLL ?

o ATERIRSZIREER ARSBIOEIIENSARSIERSZEEN. BURRSSIEE— 1%
B, BAPIBERT, SLihnE—NMEARSSE, BHREARSESIENIS KEIENE/MIRSSE.
o NginxtaEt9ELIMAVRIRE LA T Hft:

1 BEEA)

o BNEXRENEINFZE—SEIARNERIRSR, WREREMRSHRE., EEAREER
%,

upstream backserver {

server 192.168.0.12;
server 192.168.0.13;
}

2 INEE weight

o weightBYE#ASDE
o FRHIERNS, TERTRRSERSHFIEENIBNRRT. HREAEEMIBR FMRE
FEAE, AEISEERAMFIRENEIR.

upstream backserver {

server 192.168.0.12 weight=2;
server 192.168.0.13 weight=8;
}

o NEHME, EHRIGRAEEREA, WEF, 251220%, 80%.,
3 ip_hash( IP4B%E)

o BNEXRZRNEIPHEHRERDE, ERER—PRILEEE N I—aEmKRS=s, JFHILA
RURRENZS M TAFFE I sessTond L= il i

upstream backserver {
ip_hash;

server 192.168.0.12:88;
server 192.168.0.13:80;
}
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4 fair(B=753HF)

o WiiZEEupstream_fairt&i,
o XJLt weight, ip_hashEIIERERIGHIIERIEL, fairE A LURIERE A/ NIRRT E< S E s
M TREISE, MRAYERRML T B,

upstream backserver {
server serverl;
server server2;
fair;

}

o IPMNRSBE/AOMIALERER, #iEEKD BRI RS S L.
5. url_hash(ZB=71#E%)

o WML HENginxfIhashi{4E
o IRIAEurifhashEREHBEEK, FENurEBRIE— N EimRRSEs, T —SiRERInER
IRSZESRIRIER,

upstream backserver {
server squidl:3128;
server squid2:3128;
hash $request_uri;
hash_method crc32;

}

20. NginxEeERTAEEARS?

o I RS (ELIAHNIRSES), —BHRINESE RSB MAHENANE, MZEER)IET—8
IRSSEE, (RIERRSBS eSS
o NginxEe&{Lr3:

server {
Tisten 80;
server_name www.lijie.com;
location / {
### AR LIRSS A B TR 55
proxy_pass http://backServer;
###nginx 5 LIRSS 2% (ST U5 10 1 IR 5% 35 ) AT BT 18] 5 o IR 55 5 1 2 10 R I B[R] 48 4%
i D S5 5B I T [
proxy_connect_timeout 1s;
###Ng T Nx R IRLS B IRSS 5 (ELSEVT 0] (IR 5545 R T 1 [R]
proxy_send_timeout 1s;
### nginx 2 FUFIRSS A (SLSET7 [ R IR 55 4 ) JER I I (7]
proxy_read_timeout 1s;
index index.html index.htm;

}
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21. NginxXEAFIERAIPAETGIE?

# Wi pHiht4192.168.9.115, Wik [H[403

if ($remote_addr = 192.168.9.115) {
return 403;

}

22. BARFINIESRRHIE?

## A RVPIR AR VT A SR A R YE A8 IR (] 500
if ($http_user_agent ~ Chrome) {

return 500;
}

23. Rewrite2BTEE(14?
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TE

$args

$content length
$content_type
$document_root
$host
$http_user_agent
$http_cookie
$limit_rate
$request_method
$remote_addr
$remote_port
$remote_user
$request_filename
$scheme
$server_protocol
$server_addr
$server_name

$server_port

$request_uri

$uri

$document_uri

aX
XN BEFTIBKRITHHISE, F$query_string
Bk Content-length=FEg,

B AIContent-Type=ER,
HRNERErootiESHIEENE.
IBRENLFRR, BNHIRSEER.
EFimagentSE

ZFigcookielSA

XN TEALAREIERESR,
EFIREREIEME, BHEAGETEPOST,
B FiRAIPitbiL.

B FimAim0,

B3 Auth Basic Module3&uFA9FEF .

LENEKAISHFEER, HrootakaliastE S SURNERAERK.

HTTP/% (4http, https) .

BEXREROY, BEEHTTP/1.08(HTTP/1.1,

ARSSERMEAE, TESER— R ARG AR LIREXME,

ARSSRRETR.

BERENXIRS == AIR S,

BIEKRSHRKURI, FEEENE, a0"/foo/bar.php?

arg=baz",

A KSHAIZHFIURI, SuriiBE&ENA, W"/foo/bar.html”

SsuritgE.,
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